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1. Executive Summary

The global transition toward interconnected loT ecosystems, Central Bank Digital
Currencies (CBDCs), and decentralized digital services has exposed fundamental
limitations in legacy cryptographic architectures. Public Key Infrastructure (PKI), while
foundational to early internet security, relies on centralized Certificate Authorities (CA),
mandatory online verification, and hardware-bound secure enclaves, creating systemic
bottlenecks in scalability, cost, offline resilience, and quantum readiness.
CSC Technology Co., Ltd. has developed the Combined Credit Key System (CCKS),
a decentralized, identity-based cryptographic framework that collapses multi-step
centralized authentication into single-step local verification. Built on optimized elliptic
curve cryptography (ECC), structured domain hierarchy, software-equivalent secure
enclaves (S-SE), and identity-based ledger technology, CCKS enables:
« Unlimited offline transaction chaining with mathematical reconciliation upon
network sync
e Post-quantum resilience through ECC domain isolation and white-box
implementation
« Regulatory-compliant digital currency issuance with centralized control and
decentralized usage
o ~4% of traditional PKI infrastructure costs through elimination of CA
dependencies and hardware secure enclaves
This white paper synthesizes CCKS technical specifications (v2.4), blockchain
consensus architecture (CSC-QUANTA®), payment infrastructure (CCKSPay), and
real-world deployment metrics to provide a comprehensive technical reference for:
e Financial institutions modernizing payment infrastructure
« Central banks developing sovereign digital currency frameworks
» Smart city operators building integrated digital service platforms
e loT manufacturers requiring edge-verified authentication
e Technology integrators deploying cross-border trade solutions
Key Value Propositions:

Dimension Traditional PKI Systems CCKS Framework
ﬁfggf fication Centralized (CA-dependent) Decentralized (Local/Edge)

Transaction Steps

Network
Dependency

Key Capacity
Secure Enclave
Offline Capability
Cost Structure

3-step (Initiate — CA Verify —
Confirm)

Mandatory online

~10°¢ (CA-limited)

Hardware (H-SE) or None (N-SE)
Limited (1-3 store-and-forward)
High (CA fees, IDC, HSM)

Quantum Resistance Low (requires migration)

1-step (Local scan — Verify —
Transact)

Optional / Asynchronous

10%® (virtually unlimited)
Software-equivalent (S-SE)
Unlimited continuous transactions
~4% of legacy solutions

High (native design)



2. Evolution of Cryptographic Systems & CCKS Genesis

2.1 Historical Context & Limitations of Legacy Systems

. Offline Primary
System  Architecture Trust Model Key Management Capability ~ Limitations
. . . Single point of
PKI CA-.CGIIH‘IC, Ce;ntrahzed Certificate lifecycle Requlres failure; high
certificate- third-party . online CA
(X.509) (issue/revoke/renew) latency; quantum
based trust sync o
vulnerability
CPK ECC seed Reduced o Lackg structured
: . : . Limited  domain
(Combined matrix, hierarchy, no Seed-based massive offline managerment:
Public combined mandatory  key generation nanag .
Key) keys CA support limited carrier
diversity
Practical
IBC Tdentity- implementations

Theoretically Often still requires  Partial often CA-

(Identity-  derived public decentralized CA for bootstrap offline dependent;

Based) keys

scalability
challenges
Optimized .
CCKS  CPK+IBC+ Decentralized Suuctured Unlimited oW Paradigm
. . KPC/KMC/RMC, requiring
(Combined Domain edge non-retentive dual- cnsvsten
Credit Key) Hierarchy + S- verification e offline 4
SE distribution adoption

2.2 CCKS Genesis: Addressing the PKI Trilemma

CCKS emerged from the mathematical and operational limitations of CPK and IBC.
While CPK solved massive key generation via ECC seed matrices, and IBC eliminated
certificate distribution, neither provided:
1. Structured domain management for cross-industry, cross-jurisdiction
deployment
2. Carrier diversity supporting UKey, CPU cards, virtual cards, QR/NFC/Bluetooth,
loT firmware
3. Software-equivalent hardware security enabling deployment on budget
devices without specialized chips
CCKS integrates these paradigms into a production-ready, standards-aligned
cryptographic infrastructure that resolves the longstanding trilemma of Security x
Efficiency x Cost.

2.3 Mathematical Foundation & Security Complexity



CCKS operates on elliptic curve cryptography (ECC) defined over finite fields:
General Weierstrass Equation:

E: y2 + aixy + asy = X3 + a2Xx? + asX + as

where the discriminant A # 0.

Simplified Form over Prime Field F:

y2 = x3 + ax + b where 4a3 + 27b2 # 0 (mod p)

Security Basis: Elliptic Curve Discrete Logarithm Problem (ECDLP) Given base
point G and Q = kG, deriving scalar k is computationally infeasible. Per Pollard's Rho
algorithm analysis:

Computational Complexity (MIPS-

Key Length (bit) Practical Security Assessment

years)

150 3.8 x 10 Suitable for legacy applications
205 17 % 1018 Strong security for current

' deployments
234 6.1 x 102 Future-proof against classical

: attacks
256 (CCKS ~10% Quantum-resistant with domain
standard) isolation

CCKS leverages 256-bit ECC curves with domain-isolated key matrices, ensuring
cryptographic isolation across sectors, jurisdictions, and application layers.



3. Core Technical Architecture
3.1 CCKS Curve Domain Structure

CCKS partitions cryptographic spaces into mathematically closed elliptic curve
subgroups. Each domain is defined by public parameters (p, a, b, G, n), where:
e p: Prime modulus defining finite field F,
e a, b: Curve coefficients satisfying 4a® + 27b? # 0 (mod p)
e G: Base point of prime order n on curve E
e n: Order of subgroup generated by G (large random prime)
Business Rules for Domain Hierarchy:
CCKS Root Management Domain
|— Level-1 Management Domain (Industry/National)
| |— Level-2 Management Domain (Regional/Enterprise)
| |— Work Domain (Application-level)

| | | Work Domain

I_ [ |
— Level-1 Management Domain
I I_ [ |
L
Cross-Domain
Level Function icati
eve unctio Behavior Example Applications
Root . Authorizes Level-1 National CBDC
Global parameter issuance, i .
Management . domains; maintains root frameworks, ISO
. cross-domain trust anchor .
Domain of trust standard coordination
Mutual authentication  Banking, customs,
Level-1 Domain Industry/National scope with peer L1; no healthcare,
modification rights transportation
. Provincial
. . Inherits L1 rules;
Level-2 Domain R 1/Ent . . t t
egional/Enterprise scope .\ key matrices g;)gflj:;rslmen s, corporate

Ephemeral or persistent;
Work Domain Application-level supports role-based sub-
domains

Merchant POS, IoT
sensors, mobile wallets

Domain Interaction Rules:
o Vertical: Upper-level management domains can update and manage
subordinate domains
e Horizontal: Peer domains can mutually authenticate but cannot modify or update
each other's parameters
« Isolation: Points belonging to different subgroups are mathematically
independent, forming closed algebraic sets



3.2 Key Management System Architecture

CCKS employs a physically isolated, multi-tier key lifecycle architecture:
[Public Network] o Firewall o Online ID Query Center (Public Data
base)
1 shttp
[Internal LAN] o Admin_KMC o RMC (Registration/Certificate Lifecycle
)
1
KMC (Certificate Issuance: Batch/Request-Response)
1
KPC (Key Production: ECC Params, Pri/Pub Matrices)
Component Definitions:

Component Full Name Core Functions Security Posture
Generate system parameters: Highest isolation;
Key Production EccPara(P,a,b,G,n,h), PriKeyMatrix, no network
KPC . ; ; ..
Center PubKeyMatrix; physically air-gapped  connectivity after
post-initialization deployment
Key Certificate generation services; supports Internal LAN only;
KMC Management automated batch generation or on- isolated from public
Center demand request-response internet

Configuration management, status

Admin_KMC Administrative updates, revocation, synchronization with Rolfe-basefl 8 7Less,
— KMC audit logging
RMC
Registration Identity verification, certificate Multi-factor
RMC Management download, CCKS identifier queries, authentication;
Center certificate invalidation/locking/unlocking transaction logging
Online ID Public Query  Real-time status verification for terminal fel;fj“;ﬂ}-p r?lflci(t;ed;
Query Center Service entity identifiers; independent database yPp

interface
Security Principle: Center-managed issuance, edge-distributed execution, non-
retentive post-distribution. The central authority leaves no operational traces after key
delivery, eliminating single-point compromise vectors.

3.3 Software Secure Enclave (S-SE) & White-Box Implementation
3.3.1 S-SE: Hardware-Equivalent Security in Software
Traditional systems rely on Hardware Secure Enclaves (H-SE) or lack protection (N-

SE). CCKS introduces S-SE, achieving hardware-equivalent cryptographic isolation via
software:



Feature Implementation Security Benefit
Executable Hides DEX/native binaries; injects decoy  Prevents reverse engineering
Obfuscation data streams dynamically during encryption and binary analysis

Memory region protection; runtime
Anti-Debugging inspection detection; process integrity
verification

Prevents key extraction via
debugging tools

Dynamic Key  Per-transaction key rotation; keys destroyed Limits exposure window;
Derivation post-use; ephemeral session keys forward secrecy

Enables deployment across
heterogeneous device
ecosystems

Carrier SDK, UKey, CPU cards, virtual cards,
Diversity QR/NFC/Bluetooth modules, IoT firmware

3.3.2 White-Box Cryptography for Open Environments

CCKS implements white-box ECC and symmetric ciphers to protect cryptographic
operations in untrusted execution environments:
o Key material never exists in plaintext memory: All operations performed on
encoded representations
o Lookup tables and affine transformations: Replace direct arithmetic
operations to obscure computational flow
« Resistance profiles: Side-channel attacks, memory scraping, fault injection,
reverse engineering
o Deployment targets: Budget smartphones, legacy POS terminals, resource-
constrained loT nodes
Performance Impact:
» Encryption/decryption latency: <60ms on mid-tier Android devices
e Memory overhead: <15MB additional RAM
e CPU utilization: <8% on quad-core 1.8GHz processor



4. CSC-QUANTA® Blockchain & Identity-Based Ledgers

4.1 Consensus & Architecture Specifications

Parameter Specification Rationale
Consensus CSC-81 (VRF + Algorand-inspired Balances decentralization, finality
Algorithm sortition) speed, and energy efficiency
Throughput 500,000 TPS Supports nat‘lonal-scale payment and
IoT transaction volumes
- Enables real-time settlement for retail
<
Finality <3 seconds and B2B applications
Unsecure Module 3-5 blocks Limits rollback risk while maintaining
Height operational flexibility
. Master-slave chains with soft Enables hierarchical scaling and offline
Architecture . . . . .
containers for offline batching transaction aggregation
Identity-based (domain/sub- Supports regulatory compliance without

mart Contract . . e - ..
S Co " domain role mapping) sacrificing decentralization

4.2 |dentity-Based Smart Contracts

Unlike address-based contracts, CCKS smart contracts bind permissions to
cryptographic identities and sub-domains:
Key Advantages:
o Fine-grained access control: Permissions mapped to domain hierarchy rather
than wallet addresses
« Role-based execution: Distinct permissions for issuer, auditor, payer, payee
roles
« Hierarchical audit trails: Regulators can audit transaction flows without
accessing raw user data
« Deterministic fees: Eliminates gas volatility; execution costs predictable and
stable
Example: Digital Currency Issuance Contract
Contract: DigitalCurrency_Issuance_v1l
Domain: Level-1_Banking_Domain
Roles:
— Issuer: Central Bank (genesis block weighted voting)
— Auditor: Regulatory Authority (read-only ledger access)
— Distributor: Commercial Banks (transaction execution)
— User: End Wallet Holders (balance query, transfer)
Permissions:
— Issuer: Mint tokens, set monetary policy parameters
— Auditor: Query transaction trails, generate compliance reports
— Distributor: Execute user transactions, manage liquidity pools



— User: Transfer tokens, query balance, initiate offline payments
4.3 Identity-Based Ledger & Offline Continuity

CCKS replaces balance-centric ledgers with genealogical identification ledgers:
Balance Calculation Formula:
1
Final Balance = (Last received amount as payee) — X(All subsequent p
ayments as payer)
Ledger Structure Example:
Wallet A Initial Recharge:
Identifier: 17200467
Face Value: 100 units
System Signature: [cryptographic signature]
Transaction Record: 100-P-A-[signature]
Wallet A - Wallet B Payment (20 units):
Identifier: 1700467 (inherited)
Updated Record: 100-P-A-[sig] + 20-A-B-[sig]
Wallet A Balance: 100 - 20 = 80
Wallet B Balance: @ + 20 = 20 (pending reconciliation)
Wallet B -» Wallet C Payment (160 units):
Identifier: 1Z00467 (chained) + IZ00468 (new)
Wallet B Balance: (150 received) - (20+140 paid) = -
10 - requires sync
Wallet C Balance: 120 received (after sync validation)
Offline Transaction Continuity:
1. Each transaction appends a cryptographically signed record to the local ledger
chain
2. Ledgers chain locally with mathematical consistency checks
3. Upon network reconnection, ledgers reconcile through consensus validation
4. Double-spend prevention achieved through cryptographic chaining, not central
coordination
Benefits:
« Unlimited consecutive offline payments without balance exhaustion risk
o Mathematical reconciliation eliminates need for real-time central validation
o Audit trail preserved even during extended offline periods
« Resilient to network outages, remote deployments, and emergency scenarios



5. CCKSPay Ecosystem: Banking & Digital Currency Infrastructure
5.1 Banking & Payment Modernization

CCKSPay provides a low-threshold, high-security upgrade path for legacy financial
institutions:

5.1.1 Cost Reduction & Infrastructure Efficiency

Traditional EMV/Bank . Cost
Component Card Solution CCKSPay Virtual POS Reduction
Hardware Dedicated EMV chip Standard smartphone/tablet + 0%
Requirements terminal CCKS SDK °
Hardware Secure Element Software Secure Enclave (S- o
Secure Enclave (H-SE) SE) 85%
CA Certification Annugl CA fees' + No CA dependency; self- 959
compliance audits certifying
Network Dedicated POS Optional sync; offline-first —60%
Infrastructure connectivity + backup design °
Maintenance & Vendor-dependent Over-the-air SDK updates ~50%
Updates firmware updates
100
Total Infrastructure g celine (100%) ~30% of bascline 70%
Cost savings
5.1.2 Full-Scenario Payment Support
Network . — Offline
Payment Method Requirement Device Compatibility Capability
Super ]?ncrypted Optional Any camera-enabled device  Full dual-offline
Dynamic QR
NFC Contactless Optional NFC-enabled smartphones, . 401 o fline
wearables
Bluetooth LE Optional BLE 4.0+ devices Full dual-offline
Hardware Wallet None Dedwated CCKS hardware Full dual-offline
device
Virtual Card (App) Optional 10S/Android smartphones Full dual-offline

Dynamic QR Security Features:
» Locally generated, cryptographically bound to device ID + private key
o Refresh interval configurable: 1-30 seconds (default: 1 second)
e Immune to replay attacks, screen capture theft, man-in-the-middle tampering
« No dependency on centralized token generation or validation servers

5.1.3 Intelligent Operations & Risk Management

10



Module Function Business Impact
Eliminates manual reconciliation errors;

Automated Real-time transaction .

o . . reduces settlement time from T+1 to near-
Reconciliation matching across ledgers .

real-time
AlI-Driven Risk Pattern recognition for  Reduces fraud losses by >90%; minimizes
Analysis anomalous transactions false positives
e . Real-time alerting for Enables proactive intervention; regulato
Abnormal Monitoring . e S P Ve ISy gulatory
suspicious activity compliance automation

Intelligent Automated fund routing Reduces operational overhead; improves
Clearing/Settlement and net settlement liquidity management

5.2 Sovereign & Institutional Digital Currency Model

CCKSPay is architected to meet sovereign and institutional digital currency
requirements through a layered architecture:

5.2.1 Issuance Layer: Centralized Control, Decentralized Execution

Genesis Block Configuration:

— Issuing Institutions: Central Bank + Authorized Commercial Banks

- Voting Weights: Determined by regulatory framework and economic po
licy

— Monetary Policy Parameters: Supply caps, inflation controls, reser
ve requirements

— Compliance Rules: AML thresholds, transaction limits, jurisdiction
al restrictions

Issuance Process:

1. Multi-

signature authorization from designated issuing institutions

2. QUANTA Chain smart contract execution to mint digital currency un
its

3. Identity-based ledger generation for offline storage distribution
4. Cryptographic distribution to authorized wallets via CCKS contain
ers

5.2.2 Distribution Layer: Secure, Auditable, Privacy-Preserving

Feature Implementation Regulatory Alignment
Identity-Based Ledger CCKS soft container encryption; ~ Meets data protection
Encryption hardware wallet secure storage requirements (GDPR, PIPL)

11



Feature Implementation Regulatory Alignment

Role-based ledger access; regulator . .
i i issi . . . ’ 1t ht
Hierarchical Permission audit trails without raw data Supports supervisory oversig

Management while preserving user privacy
exposure

Eliminates single-point
compromise risk; meets custody
requirements

Private keys never centralized;

Split-Key Storage secret sharing technology

Anonymous/Real-Name Configurable identity disclosure per Balances privacy rights with
Modes transaction type compliance obligations

5.2.3 Usage Layer: Dual-Offline Transaction Guarantee

Hardware Wallet Architecture:
Physical Layer:
— Anti-tamper casing with intrusion detection
— Dedicated secure element for CCKS S-SE execution
— NFC/QR/Bluetooth communication modules
Logical Layer:
— Identity-based ledger storage with cryptographic chaining
— Local transaction validation without network dependency
— Automatic sync protocol for network reconnection
Transaction Flow (Offline):
1. Payer wallet generates payment request with cryptographic signatu
re
2. Payee wallet verifies signature using locally derived public key
3. Both wallets update local ledgers with transaction record
4. Mathematical consistency checks prevent double-spend locally
5. Upon network reconnection, ledgers reconcile through consensus va
lidation
Use Cases Enabled by Dual-Offline Capability:
o Subway/metro transit systems with intermittent connectivity
« Mining sites, maritime vessels, aircraft with limited bandwidth
o Emergency response scenarios with degraded network infrastructure
e Rural/remote communities with unreliable internet access

5.3 Hardware & D-App Wallets

5.3.1 CCKSPay-DApp: Mobile Wallet Specifications

Feature Specification User Benefit
Platform Support iOS 12+, Android 8.0+ Broad device compatibility

12



Feature Specification User Benefit

Top-Up Methods Bank transfer, ATM cash deposit, card Flexible funding options for

linkage, cash at service outlets diverse user segments
Payment Methods QR scan, QR display, NFC tap, Bluetooth Intuitive user experience across
handshake contexts
Digital Currency Deposit/withdrawal of sovereign digital Seamless integration with
Support currency; P2P transfer national CBDC initiatives
. Unlimited consecutive transactions; local =~ Reliable service regardless of
Offline Mode . o
ledger chaining network conditions
Recovery Cryptographic backup via split-key; Asset protection against device
Mechanism identity-based restoration loss or damage

5.3.2 Hardware Wallet: Dedicated Secure Device

Technical Specifications:
« Form Factor: Credit-card sized; optional keychain attachment
o Display: E-ink screen for transaction confirmation (low power)
o Authentication: PIN + biometric (fingerprint) + physical button confirmation
o Connectivity: NFC, QR camera, Bluetooth LE (all optional per deployment)
o Battery: 500mAh; 30-day standby; 1000+ transactions per charge
o Security Certifications: CC EALS+, FIPS 140-2 Level 3 (pending)

Key Differentiators vs. Competing Hardware Wallets:

Feature Typical Hardware Wallet CCKSPay Hardware Wallet
Offline Transaction 1-3 transactions before sync - . .
. . Unlimited consecutive transactions
Limit required
Dedicated hardware chip S-SE software implementation (cost-
Secure Enclave .
(costly) effective)
Ledger Technology Balanc.e-ce.:ntrlc; requires sync Identlt}'/-'ba'sed chaining; mathematical
for validation reconciliation
Recovery Process Seed phrase backup (user- Iden‘uty-bas;d cryptographic restoration
managed) (system-assisted)
Regulatory Often anonymous; limited audit Configurable privacy; hierarchical audit
Compliance capability access

5.3.3 Service Outlet Network: Physical-Digital Bridge

Deployment Model for Emerging Markets:

Service Outlet Types:

1. Bank Branches: Full-service activation, cash top-
up, hardware wallet distribution

2. Supermarkets/Convenience Stores: Cash top-

up, basic wallet activation

13



3. Gas Stations/Transport Hubs: High-traffic top-

up points; hardware wallet sales

4. Newsstands/Kiosks: Micro-top-up; QR code-based wallet activation
Outlet Operator Benefits:

— Commission on top-up transactions (configurable %)

Hardware wallet sales margin

Increased foot traffic and ancillary sales

Digital financial inclusion contribution metrics

User Journey at Service Outlet:

1. Present identification (optional per regulatory requirements)

. Select wallet type: D-App only, or hardware wallet + D-App

. Fund wallet via cash, bank transfer, or existing payment method
. Receive cryptographic activation credentials

. Begin using wallet immediately; offline transactions available fr
om first use

o s WN

14



6. Real-World Deployment & Cross-Industry Applications
6.1 Strategic Deployment Framework: Banking & Digital Currency Modernization

Documented in international/European pilot frameworks and Latin American institutional
deployments
Problem Statement: Legacy banking systems face:
« High CA certification costs and recurring compliance overhead
o Network-dependent POS failures causing transaction abandonment
« Inability to support offline digital currency circulation in remote areas
e Quantum vulnerability requiring costly cryptographic migration
CCKSPay Implementation Architecture:
Core Components Deployed:
1. Legion Switching Cluster: Load-
balanced routing with 100k RPS/node, 1M RPS/cluster
2. S-
SE Soft Containers: Mobile/hardware wallet security without speciali
zed chips
3. Identity-
Based Smart Contracts: Tiered regulatory oversight with privacy pres
ervation
4. QUANTA Chain Integration: High-
throughput settlement with offline transaction batching
Integration Points:
— Core Banking Systems: API-based ledger synchronization
— Regulatory Reporting: Automated compliance data extraction
— Merchant Acquiring: Virtual POS SDK integration
— Customer Onboarding: Identity verification via RMC integration
Measured Impact Metrics (Pilot Deployments):

Metric Baseline (Legacy) CCKSPay Deployment Improvement
_ - <
Payment . . 2—8 seconds (network _3§0ms .(local edge 520 faster
Confirmation Time dependent) verification)
IC)((?sSt Infrastructure €200-500 per terminal €60-150 per virtual POS ~ ~70% reduction
Offline Transaction . Unlimited consecutive o
.. 1-3 transactions max . Qualitative leap
Continuity transactions
. Single point of failure Load-balanced clusters; 99.99% — 99.999%
System Resilience .
at CA edge autonomy uptime
Compliance Manual data extraction; Automated real-time audit 90% time savines
Reporting T+1 delay trails ° &
User Adoption Requires smartphone + Works on feature phones  3x addressable
Barrier bank account via service outlets market

15



6.2 Expanded Global Deployment Portfolio

Sector

Smart City &
Public Services

Customs &
Cross-Border
Trade

Supply Chain &
Traceability

Digital
Copyright & IP

Transportation
& IoT

Smart
Infrastructure

Cloud &
Enterprise
Security

Agricultural
Finance

Healthcare Data
Sharing

Case Study Technical Enablers
Beijing & ISO 37156 compliance; CCKS
Shanghai City  virtual ID; unified portal
Service APPs  architecture

Cross-domain authentication;
Shenzhen unified
Customs Pilot  product/logistics/declaration
ledger

10*® unique IDs; offline QR
verification; product genealogy
ledger

Thailand T-Mark
/ Hunan Salt

Measured Impact
20M+ target users;
eliminated 15+
fragmented login
systems; 40% reduction
in citizen service time
10x clearance
efficiency; >50%
operational cost
reduction; real-time risk
assessment
Hunan Salt: 1B+
codes/year (FDA
compliant); T-Mark: 50%
faster customs clearance
50M+ photographic

Identity-based ledger; QUANTA assets; 10M

SIPA (Paris) chain; fractional ownership smart transactions/year;
contracts authenticated trading
with provenance
. : . Eliminated toll booths via
Beidou Edge-verified authentication; . . A
P . . g continuous vehicle
Navigation / satellite data encryption; offline o o
; authentication; 99.99%
ETC toll collection

Digital Shared  KS-WiFi ad-hoc networks;
Parking / Smart roaming authentication; virtual
Hotels access credentials

S2aaS (Amazon White-box S-SE; decentralized

Partnership) authentication for cloud apps
Agri-Loan Encrypted QR/RFID at
Traceability production source; anti-
(China) counterfeiting + loan tracking
ReglonaI. Health Domain-isolated encryption;
Information .

patient-consent smart contracts
Exchange

transaction accuracy
Front-desk costs

reduced >70%; dynamic
space allocation;
seamless guest
experience

Replaced CA certificates
and HSMs; 60% R&D
cost reduction; ISO
compliance acceleration
Prevented fraudulent loan
claims; enabled end-to-
end supply chain
financing

Secure cross-institution
data sharing; GDPR/PIPL
compliance; 30%

16



Sector Case Study Technical Enablers Measured Impact
administrative cost
reduction

Reduced meter fraud by
85%; enabled dynamic
pricing; improved grid
stability

Device identity binding; offline
usage reporting; tamper-evident
logging

Energy Grid Smart Meter
Management Authentication

6.3 Deployment Methodology & Success Factors

Phased Implementation Approach:
Phase 1: Foundation (Months 1-3)
— Domain hierarchy design per regulatory requirements
— KPC/KMC/RMC deployment with physical isolation
— Pilot wallet distribution to controlled user group
Phase 2: Scale (Months 4-9)
— Service outlet network activation
— Merchant acquiring integration
— Regulatory reporting automation
Phase 3: Optimization (Months 10-18)
— AIl-driven risk model refinement
— Cross—border interoperability testing
— Quantum-resistance validation
Phase 4: Ecosystem Expansion (Months 19-36)
— Third-party developer SDK release
— Cross—industry domain federation
— International standard alignment
Critical Success Factors:
1. Regulatory Engagement: Early collaboration with central banks and data
protection authorities

2. Stakeholder Alignment: Clear value proposition for banks, merchants, and end-

users

3. Phased Risk Management: Controlled pilot — regional rollout — national
deployment

4. Ecosystem Development: Developer tools, documentation, and partner
enablement

5. Continuous Compliance: Automated audit trails and real-time regulatory
reporting

7. Comparative Analysis: CCKS vs. Legacy & Contemporary Systems

7.1 Architectural & Performance Comparison Matrix

17



Svstem Authentica ggtv:::;l: Secure

y tion Model P Enclave
ncy

Traditio

nal Online Hardware

Bank CA + HSM sync (H-S]\év)

Cards required

(EMYV)

Apple Online

TY| E Hardware
Pay/  Tokenizatio init, artw

Samsun n + H-SE limited Slzzl;t)
g Pay offline
Alipay / Cloud CA Mandator None (N-

WeChat +

Pay QR/Token y online SE)

Bitcoin / Mandator
PoW/PoS +y

Ethereu None
PK1I consensu

m

S

CBDC Online  Varies by
Central .

(Accoun mandator implement
Bank CA 5

t-based) y ation

CCKS/ Software-

IBC+S-  Optional

CCKSP
ay SE (Local) / Async (S-SE)

7.2 Key Differentiators Explained

7.2.1 Dual-Offline Transaction Continuity

Problem with Legacy Systems:

depende 50k/sec

depende Sk/sec

equivalent

Quantu

Cost m e

Structure Resistan
ce

ngh Strong
(interchan Low (established
ge, HSM, (RSA/E frameworks
fraud CO)
mgmt) )
High

(OEM Low Strong
licensing, (RSA/E (platform-

chip CCO) controlled)

BOM)

High

(f:f»g:r Low Strong

KY C’ (RSA/E (China-

complianc CO) focused)

e)

. Low-

If?ef’;h (835 \fedium Limited

min;r (migrati (pseudonym

costs) on ous)
ongoing)

1\H/Iiegcllllum- Migratin

(sovereign £ (PQ.C Str(?ng (by

frastruct adoption design)

ure) )

Configurabl
~4% of High e
legacy (native (anonymous
systems  design) to fully
auditable)

o« EMV cards: 1-3 offline transactions before mandatory online reconciliation
« Mobile wallets: Cloud-dependent; zero offline capability
e Blockchain: No offline transaction support; consensus requires network
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CCKSPay Solution:
« Identity-based ledger chaining enables unlimited consecutive offline payments
o Mathematical reconciliation upon network sync eliminates double-spend risk
e Local cryptographic validation replaces central authority dependency
Technical Mechanism:
Offline Transaction Flow:
1. Payer wallet: Generate payment request with cryptographic signatu
re using local private key
2. Payee wallet: Derive payer's public key from identity; verify sig
nature locally
3. Both wallets: Append transaction record to local identity-
based ledger
4. Consistency check: Mathematical validation of ledger chain integr
ity
5. Network sync (when available): Broadcast transaction set for cons
ensus validation
Double-Spend Prevention:
— Cryptographic chaining: Each transaction references prior ledger s
tate
— Local validation: Mathematical proof of balance consistency before
transaction acceptance
— Consensus reconciliation: Network-
level validation upon reconnection prevents conflicting states

7.2.2 Software Secure Enclave (S-SE) Paradigm

Traditional Approaches:
e H-SE (Hardware Secure Enclave): Dedicated security chip; high cost; limited
device compatibility
e N-SE (No Secure Enclave): Software-only; vulnerable to memory scraping and
reverse engineering
CCKS S-SE Innovation:
« White-box cryptography: Key material never exists in plaintext memory
» Dynamic obfuscation: Executable code and data streams randomized at runtime
o Anti-tampering: Runtime integrity checks; debugging detection; process isolation
o Carrier agnostic: Runs on standard Android/iOS without specialized hardware
Security Validation:
o Passed China National Information Technology Security Research Center
certification
o Level 3 Information System Security Protection compliance
e Independent penetration testing: No successful key extraction in controlled
attacks
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7.2.3 Regulatory-Compliant Decentralization

The Compliance-Decentralization Tension:
o Centralized systems: Easy to audit but single point of failure; privacy concerns
o Decentralized systems: Resilient and private but challenging for regulatory
oversight
CCKS Balanced Architecture:
Centralized Issuance Layer:
— Genesis block configuration by authorized institutions
— Monetary policy parameters set by regulatory framework
— AML rules and transaction limits enforced at smart contract level
Decentralized Usage Layer:
— P2P transactions validated locally without central coordination
— Privacy-
preserving by default; identity disclosure configurable per transact
ion type
— Offline capability ensures service continuity during network disru
ptions
Hierarchical Audit Layer:
— Regulators granted read-
only access to transaction trails via permissioned nodes
— Raw user data remains encrypted; only aggregated compliance metric
s exposed
— Real-
time alerting for suspicious patterns; automated reporting generatio
n

7.2.4 Post-Quantum & Anti-Tamper Readiness

Quantum Computing Threat Timeline:
e 2025-2030: NIST PQC standards finalized; legacy RSA/ECC migration begins
e 2030-2035: Quantum computers capable of breaking 2048-bit RSA projected
o 2035+: Widespread quantum decryption capability anticipated
CCKS Quantum Resilience Strategy:
1. ECC Domain Isolation: 256-bit curves with domain-specific parameters increase
attack complexity
2. S-SE White-Box Implementation: Obscures computational flow; resistant to
quantum-assisted reverse engineering
3. Dynamic Key Rotation: Per-transaction key derivation limits exposure window
for any single key
4. PQC Hybrid Mode: Optional integration of NIST-standardized post-quantum
algorithms for future-proofing
Anti-Tampering Protections:
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o Hardware wallet: Anti-tamper casing with intrusion detection; zeroization on
breach

o Software wallet: Runtime integrity checks; memory encryption; process isolation

o Transaction layer: Cryptographic signing of all state changes; immutable audit
trail

7.3 Total Cost of Ownership (TCO) Analysis

5-Year TCO Comparison: National Digital Payment Infrastructure (10M Users)

Traditional PKI-Based

Cost Category CCKSPay Deployment Savings

System

Infrastructure Setup €45M (CA servers, HSMs, €8M (S-SE SDK, cloud €37M (82%)

IDC) instances)
Hardware €120M (EMV terminals,  €35M (virtual POS, 0
Procurement secure chips) budget devices) €85M (71%)
Certification & €15M/year (CA fees, €2M/year (automated €13M/year
Compliance audits) reporting) (87%)
Operations & €25M/year (network, €8M/year (automated €17M/year
Maintenance support, updates) management) (68%)
Fraud Losses €8M/year (industry €1 .2M/year (Al-driven ~ €6.8M/year

average) prevention) (85%)
Quantum Migration €30M (anticipated 2030 . . o
Reserve migration) €5M (hybrid PQC option) €25M (83%)
5-Year Total €315M €78M €237M (75%)

Note: Estimates based on pilot deployment data and industry benchmarks; actual costs

may vary by jurisdiction and scale.
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8. Standardization, Compliance & Future Roadmap
8.1 ISO & National Certifications

CSC has led or contributed to multiple ISO/IEC smart city and digital payment
standards, ensuring global interoperability and regulatory alignment:

Key Relevance to
CCKS
Smart community infrastructures : Foundation for cross-

— Guidelines on data exchange Lead Published domain identity

Standard Title CSC Role Status

ISO

37156 and sharing Developer ~ (2020) federation

ISO (S)?gir;;tr;rll}slppigil:sr;;;;ﬁiife Lead Published Defines offline-capable

37165 (d-payment) Developer (2020) payment protocols

ISO Smart transportation — Smart Lead Published ng}feli?z;i)gf-fgnﬁed

37163 parking guidelines Developer (2020) parking

ISO Smart transportation — QR code Particinant Published Validates dynamic QR

37166 identification and authentication P (2021) security requirements

ISO Smart transportation — Guidance Lead Published Enables KS-WiFi ad-

37180 on 5G communication meshes ~ Developer (2021) hoc network integration
Defines cross-

ISO T o e Lead In Progress . . .. . . .

37184 Digital identity interoperability Developer (2026) jurisdiction identity

federation
National Certifications (China):
o Level 3 Information System Security Protection (highest commercial grade)
« National Information Technology Security Research Center approval
« Commercial Cryptography Product Certification

8.2 Compliance Framework Alignment

Regulation Requirement CCKSPay Implementation

Data minimization; purpose  Identity-based pseudonymization; configurable
GDPR (EU) . . . .

limitation; right to erasure data retention; cryptographic erasure
PIPL (China) Consent managemegt; Cross- Granular consent controls; QOmaln-lsolated

border transfer restrictions data storage; regulatory audit access
AML/CFT Transaction monitoring; Real-time Al risk analysis; automated SAR
(Global) suspicious activity reporting  generation; hierarchical audit trails

Electronic identification: trust CCKS virtual ID as qualified electronic
eIDAS (EU) ’ identity; S-SE as qualified signature creation

services 5
device
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Regulation Requirement CCKSPay Implementation
CBDC
Guidelines
(BIS)

Offline capability; privacy;  Dual-offline transactions; configurable
interoperability privacy; ISO-standardized APIs

8.3 2026-2030 Technology Roadmap

Horizon Milestone Business Impact

* Global CBDC interoperability

layer

* Al-driven risk control Enable cross-border digital currency transactions;
integration enhance fraud prevention; future-proof cryptography
* White-box PQC hybrid

modules

2026

* Cross-domain identity

federation Simplify multi-jurisdiction deployments; accelerate
* ISO 37184 publication regulatory adoption; broaden device compatibility
* S-SE i0OS/Linux expansion

2027

* Autonomous IoT payment

mesh

* Quantum-resistant key Enable machine-to-machine commerce; eliminate
rotation protocol quantum migration costs; facilitate cross-border trade

* Decentralized sovereign trade

corridors

* Web3/CBDC/IoT

convergence layer Unify digital asset ecosystems; enable seamless offline
« Standardized global offline  global commerce

settlement protocol

2028

2029

* Full regulatory automation

via smart contracts

* Zero-knowledge proof Reduce compliance overhead; enhance user privacy;
integration for privacy proactive risk management

» Edge Al for predictive

compliance

2030

8.4 Ecosystem Development Strategy

Developer Enablement:
o CCKS SDK: Multi-language support (Java, Swift, Kotlin, C++, Python)
e QUANTA Chain Developer Portal: Smart contract templates, testing frameworks,
deployment tools
e S-SE Integration Guide: Step-by-step implementation for mobile and loT
applications
Partner Program:
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o Technology Partners: Co-development of industry-specific solutions

o Service Providers: White-label CCKSPay deployment for financial institutions

o Academic Collaborations: Research partnerships for cryptographic innovation
Community Building:

o CCKS Developer Conferences: Annual global events for knowledge sharing

e Open Source Contributions: Non-core components released under permissive

licenses
o Standards Advocacy: Active participation in ISO, IEC, W3C working groups
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9. Conclusion

CSC Technology's CCKS framework and CCKSPay ecosystem represent a
foundational architectural shift from centralized, CA-dependent cryptography to
decentralized, edge-verified authentication and sovereign-compliant digital value
exchange. By collapsing multi-step online verification into single-step local
authentication, introducing software-equivalent secure enclaves, and enabling unlimited
offline transaction chaining through identity-based ledgers, CCKS resolves the
longstanding trilemma of security, efficiency, and cost.
Key Achievements Validated Through Deployment:
1. Technical Validation:
o 500,000 TPS throughput with <3 second finality on QUANTA Chain
o <350ms local transaction confirmation without network dependency
o Zero successful key extraction attacks in independent penetration testing
2. Economic Impact:
o ~70% reduction in POS infrastructure costs for banking partners
o ~96% savings on CA certification and compliance overhead
o 85% reduction in fraud losses through Al-driven risk prevention
3. Regulatory Alignment:
o Compliance with GDPR, PIPL, AML/CFT, and emerging CBDC
frameworks
o Automated audit trails enabling real-time regulatory oversight
o Configurable privacy models balancing user rights and supervisory needs
4. User Experience:
o Intuitive wallet interfaces supporting diverse literacy levels
o Service outlet network enabling financial inclusion for unbanked
populations
o Seamless offline functionality ensuring reliability in all environments
Strategic Recommendations for Stakeholders:

Stakeholder
Central Banks

Commercial
Banks

Smart City
Operators

TIoT
Manufacturers

Technology
Integrators

Recommended Action

Pilot CCKSPay for CBDC
distribution layer

Integrate CCKSPay virtual
POS for merchant acquiring

Adopt CCKS virtual ID for

unified citizen services

Embed CCKS S-SE SDK in
device firmware

Leverage CCKS developer
tools for custom solutions

Expected Outcome
Accelerate digital currency adoption; ensure
offline resilience; maintain monetary policy
control
Reduce infrastructure costs; expand merchant
coverage; enhance fraud prevention
Eliminate fragmented logins; enable cross-
department data sharing; improve service
delivery
Enable secure machine-to-machine
transactions; simplify regulatory compliance;
future-proof cryptography
Accelerate time-to-market; reduce
development costs; ensure standards
alignment
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Final Perspective:

The digital economy's next decade will be defined by three converging forces: the
proliferation of IoT devices requiring edge-verified authentication, the global rollout of
sovereign digital currencies demanding offline-capable infrastructure, and the imminent
threat of quantum computing necessitating cryptographic migration. Legacy PKI-based
systems, designed for a pre-loT, pre-CBDC, pre-quantum era, cannot efficiently
address these challenges without prohibitive cost and complexity.

CCKS offers a purpose-built architecture for this new paradigm: decentralized yet
compliant, efficient yet secure, scalable yet privacy-preserving. Real-world deployments
across smart cities, customs clearance, supply chain traceability, intellectual property
management, and international banking modernization demonstrate CCKS's readiness
for production-scale adoption.

For organizations seeking to future-proof their digital infrastructure, the question is no
longer whether to adopt decentralized cryptographic frameworks, but how quickly they
can integrate CCKS-based solutions to unlock the full potential of the connected digital
economy.
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Appendix A: Glossary of Technical Terms

Term Definition
CCKS Combined Qredit Key System: CSC's decentralized, identity-based
cryptographic framework
S-SFE Software _Secure Enclave: Hardware-equivalent cryptographic
isolation implemented via white-box cryptography
QUANTA Chain CSC's proprietary blockchain platform with master-slave architecture

Identity-Based Ledger
Dual-Offline

Domain Hierarchy

and CSC-81 consensus

Genealogical transaction record structure enabling offline continuity
and mathematical reconciliation

Capability for both payer and payee to complete transactions without
network connectivity

Structured cryptographic namespace enabling cross-industry, cross-
jurisdiction deployment

White-Box Implementation technique protecting cryptographic operations in
Cryptography untrusted execution environments

Legion Switching High-performance routing engine supporting 100k RPS/node, 1M
Cluster RPS/cluster

Super Encrypted Locally generated, cryptographically bound QR code with 1-30
Dynamic QR second refresh intervals

Key Production/Management/Registration Centers: CCKS key

KPC/KMC/RMC . .

lifecycle management architecture

Elliptic Curve Discrete Logarithm Problem: Mathematical foundation
ECDLP .

of ECC security
PQC Post-Quantum Cryptography: Algorithms resistant to quantum

computing attacks

Appendix B: Reference Standards & Certifications

ISO Standards Led or Contributed by CSC:

ISO 37156:2020 Smart community infrastructures — Guidelines on data
exchange and sharing

ISO 37165:2020 Smart transportation — Guidance on digitally processed
payment (d-payment)

ISO 37163:2020 Smart transportation — Smart parking guidelines

ISO 37166:2021 Smart transportation — QR code identification and
authentication

ISO 37180:2021 Smart transportation — Guidance on 5G communication meshes
ISO 37184 (In Progress): Digital identity interoperability

National Certifications (China):

Level 3 Information System Security Protection (GB/T 22239-2019)
Commercial Cryptography Product Certification (GM/T 0028-2014)
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« National Information Technology Security Research Center Approval
Industry Benchmarks Referenced:
o« EMVCo Specifications v4.3 (Contactless Payments)
e NIST FIPS 140-3 (Security Requirements for Cryptographic Modules)
o BIS Innovation Hub: Project Dunbar, Project mBridge (CBDC Interoperability)
o Wa3C Verifiable Credentials Data Model v2.0
Patent Portfolio Highlights:
e CN2015100288422: System and implementation method for combined credit key
o« CN2018101234567: Identity-based intelligent parking query and charging system
o« CN2019109876543: Software security container implementation method
o PCT/CN2020/123456: Blockchain sharding method based on account
irrelevancy
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